
Quidel Commitment to Cybersecurity 

 

Quidel is committed to protecting the privacy, confidentiality and security of 

information and data that is entrusted to us through our products, services, and 

business operations.  

These protections are governed by key programs in the following areas: 

Program Governance – Quidel maintains a comprehensive and multi-faceted 

cybersecurity program.  Our executive leadership team and Board of Directors 

regularly review the cybersecurity programs to ensure compliance and that an 

appropriate allocation of capability and investment is maintained to ensure data 

security, protection from cybersecurity threats and meeting regulatory 

requirements. 

Risk Management – Quidel’s cybersecurity program leverages industry standard 

NIST 800-53 and ISO-27002 risk management frameworks led by certified 

cybersecurity professionals.  Quidel’s program includes regular assessments by 

qualified third-party audits and testing to ensure compliance with industry 

standards. 

Secure Product Development – Quidel designs and integrates cybersecurity into 

the product development lifecycle and tests for risks throughout development 

and testing of each product.  Industry-standard OWASP, NIST, and ISO security 

protocols are tested and reviewed by third-party assessment teams routinely and 

reported to executive leadership and the Board.   

Data Privacy & Protection - Quidel’s approach to data privacy and data protection 

is guided by standards set by GDPR, CCPA, HIPAA, localized laws and regulations, 

and our Privacy Policy.  Quidel utilizes tools and policies to enact a ‘least-privilege’ 

access model and encrypt and store data in immutable formats to maintain 

confidentiality and integrity of data. 


