
RISK MANAGEMENT

Enterprise Risk Management
discoverIE applies the Enterprise Risk Management framework to identify potential events or circumstances 
that may affect the Group and to manage the associated existing and emerging risks. The risk management 
framework is made up of a number of discrete steps to identify, assess, mitigate and monitor risks.

Step 1 Two processes are conducted in parallel:
 ■ A top-down review of the Group Risk Register to:

– identify new or emerging risks
– assess changes to existing risks
– consider the potential impact and likelihood of 

risks, linking each risk to the Group’s corporate 
strategy

– evaluate existing mitigating actions and controls
– consider the residual risks remaining after 

the applications of the Group’s internal 
control processes (and if appropriate the 
implementation of further mitigating actions)

 ■ A bottom-up review by the 
management of each business to:

– identify new or emerging risks
– assess changes to existing risks
– consider the potential impact 

of risks
– evaluate existing mitigating 

actions and controls
– consider residual risks (and if 

appropriate the implementation of 
further mitigating actions)

The top-down review of the Group Risk Register is conducted by the Group Risk team, 
Divisional Management and the internal Group Sustainability Team. The bottom-up review is 
conducted by the management team within each business with support from the Risk team.

Step 2  ■ Comparison of the results of the top-down and bottom-up identification processes above

The benefits of conducting both top-down and bottom-up reviews are:

– increased assurance that all risks have been identified, with input from multiple 
perspectives

– ensuring alignment between local management and Head Office
– ensuring that businesses take ownership of the risks most relevant to their individual 

operating unit
– ensuring that controls in place to mitigate risks at the operating unit level are appropriate

 ■ An assessment of any differences identified and update of the Group Risk Register as 
appropriate

Step 3  ■ Review of the Group Risk Register by the Group Executive Committee. This review 
focuses on:

– the materiality of each of the risks identified
– prioritisation of the allocation of the Group’s resources to the most important areas
– clarity of ownership for each of the risks identified

This review takes into account the Group’s risk appetite in respect of the various types of risk 
identified.

The Group Risk Register is then updated as appropriate following the review.

This is then summarised in a table of principal risks and uncertainties, the final version of which 
(for FY 2021/22) is set out on pages 54 to 59.

Step 4  ■ Review by the Audit and Risk Committee – this includes:

– consideration of the Group’s risk management framework
– review of the Group Risk Register
– identification of any other areas of potential risk
– review of the table of principal risks and uncertainties
– challenging actual or potential control weaknesses
– review of the effectiveness of the Group’s internal controls and risk management systems
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