
PRINCIPAL RISKS AND
UNCERTAINTIES

Focus on principal risks
This section of the Strategic Report provides an overview of the Group’s approach to managing risk, focusing 
on the major risk factors to implementing the Group’s strategy and business model. It is not an exhaustive list 
of all possible risks. Additional uncertainties exist, some of which may not be known to the Group and could 
have a negative effect on the Group’s financial position and performance. The principal risks and uncertainties 
detailed below were considered in assessing the long-term viability of the Group. The viability statement can 
be found on pages 52 and 53.

The categories of risk are similar to last year, save that retirement benefit obligations has been de-classified as 
a principal risk following the Group’s legacy defined benefit pension scheme moving into surplus.

Risk description Potential impact Mitigating actions Change in the year

Strategic risk

1. Instability in the economic environment

 ■ Risk of decline 
in financial 
performance 
due to recession, 
pandemics or 
geopolitical 
changes 

 ■ Reduction in sales
 ■ Lower margins
 ■ Closure of factories 

and suppliers 
stopping production 

 ■ Difficulty raising 
equity and debt, 
impacting growth 
ability

 ■ Market position as a specialist 
supplier focused on core 
target markets with diversified 
locations and product offerings

 ■ Executive team actively 
managing ongoing impact of 
COVID-19 

 ■ A long-term credit facility is in 
place with significant headroom

 ■ Careful monitoring of stock 
levels and customers in relevant 
geographies to identify any 
issues early

 ■ Flexible production and 
warehouse facilities to enable 
movement of production and 
supply to other countries if 
required

 ■ Vigilance entering markets 
that are politically or financially 
unstable

Increase
 ■ Increased global pressure on 

prices and supply chain, causing 
shortages of some raw materials 
and components

 ■ Rising interest rates and inflation 
increase the cost of borrowing 

 ■ COVID-19 impact on global 
markets generally reduced 
during the year, as economies 
start to rebound, partly offset by 
lockdowns in China

 ■ Economic crisis in Sri Lanka

Link to KSIs: A B C
Link to KPIs: 1 2 3 4 5 6 7 

2. Business acquisitions underperformance

 ■ A degree of 
uncertainty 
exists in valuing 
acquisitions 
and evaluating 
potential synergies

 ■ Post-acquisition 
risks arise due to 
change of control 
and integration 
challenges

 ■ Financial 
impact due to 
underperformance 
of acquisitions

 ■ Loss of key 
employees and their 
expertise

 ■ Expected synergies 
are not realised

 ■ Operational, financial and 
legal due diligence on target 
businesses

 ■ Appropriate warranties and 
indemnities from vendors

 ■ Use of earn-out structures to 
incentivise key management

 ■ Monitoring of the acquired 
business performance against 
budget and forecast

 ■ Hiring of experienced finance 
and management personnel

 ■ Specific risk management 
programme for first 12 months 
post-acquisition before becoming 
part of the Group ongoing 
internal audit programme

Increase
 ■ A more volatile external 

economic environment 
increases the risk of making 
acquisitions

 ■ CPI, acquired in May 2021 and 
Antenova acquired in August 
2021, have performed well since 
acquisition 

 ■ Beacon, acquired in September 
2021, has been impacted 
by a global shortage of 
semiconductors

Link to KSIs: A B C 
Link to KPIs: 1 2 3 4 5 6 

54

Strategic Report

discoverIE Group plc Innovative Electronics



Risk description Potential impact Mitigating actions Change in the year

 3. Climate-related risks

 ■ Global warming 
leads to greater 
extremes of 
weather events 
and other 
local issues

 ■ Our products or 
other activities 
or decisions 
in relation to 
climate related 
risks may be 
judged negatively 
by external 
stakeholders

 ■ The operations of 
Group facilities are 
affected by the 
impact of climate 
change (e.g., 
through weather 
related events)

 ■ Supply chains are 
affected due to the 
impact of climate 
change on their 
operations

 ■ Customer revenues 
are impacted by 
climate related 
effects on their 
businesses

 ■ Reputational impact 
and deterioration 
of relationships 
with external 
stakeholders 
and staff

 ■ An initial assessment of the 
physical risks of climate change 
to the Group’s facilities has been 
conducted using the Munich 
Re database; the preliminary 
analysis indicates that such risks 
are considered to be low. Please 
see pages 46 to 50 for our TCFD 
scenario analysis and our TCFD 
Report on pages 67 to 69.

 ■ The Group has diverse supply 
chains and the ability to switch 
from individual suppliers that 
encounter issues

 ■ Given the Group’s target 
markets, customer revenues are 
expected to increase as a result 
of climate-related matters which 
could offset the risk impact in 
other areas

 ■ ESG matters are discussed 
at all meetings of the Board, 
Sustainability Committee and 
Group Executive Committee, to 
ensure that the right activities 
are being prioritised and 
implemented

No change
 ■ An analysis of the resilience of 

our business model and strategy 
to temperature rises of below 
2ºC and more than 4ºC was 
completed in the year

Link to KSIs: D
Link to KPIs: 1 2 3 4 5 6 7

Operational risk

4. Loss of key customers

 ■ A key customer 
moves to a 
competitor, 
significantly 
reduces operations 
or goes into 
insolvency

 ■ Loss of market share
 ■ Increased risk of 

bad debt
 ■ Reduced 

profitability and 
cash flow

 ■ Low dependence on any single 
customer (the largest customer 
represents c. 8% of Group 
revenues)

 ■ Culture of high-quality service 
and long-term customer 
relationships

 ■ Robust quality management 
systems (including ISO9001)

No change

Link to KSIs: A B
Link to KPIs: 1 2 5 6

5. Loss of key suppliers/supply

 ■ A key supplier 
undergoes 
change of 
ownership, suffers 
major business 
disruption or 
quality issues

 ■ Negative impact on 
production

 ■ Damaged 
relationships with 
key customers

 ■ Reduced sales

 ■ Low dependency on any single 
supplier

 ■ Dual source suppliers in place 
where possible

 ■ Long-term supplier 
relationships, enhanced by 
strong customer relationships

 ■ Monitoring of market and 
technological developments, 
including input from customers

Increase
 ■ Changes in the external 

environment have caused 
shortages in the supply of some 
materials and components

Link to KSIs: A

Link to KPIs: 1 2 
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PRINCIPAL RISKS AND
UNCERTAINTIES

Risk description Potential impact Mitigating actions Change in the year

6. Technological changes

 ■ The development 
of new 
technologies 
that gives rise to 
significant new 
competition 
or renders our 
products obsolete

 ■ Reduced sales
 ■ Loss of market share
 ■ Inventory write offs

 ■ The Group is diversified into 
a number of differentiated 
technology units

 ■ Focus on established 
technologies with low capital 
requirements

No change
 ■ Acquisitions in the year increase 

the diversity of the product 
portfolio

Link to KSIs: A C
Link to KPIs: 1 2 

7. Major business disruption

 ■ Sustained 
disruption to 
production arising 
from a major 
incident at one or 
more sites

 ■ Insufficient 
production to deliver 
goods on order

 ■ Damaged 
relationships with 
key customers

 ■ Reduced sales
 ■ Reputational  

damage

 ■ Insufficient production to deliver 
goods on order

 ■ Damaged relationships with key 
customers

 ■ Reduced sales

No change
 ■ Acquisition of CPI and Beacon, 

with facilities in the US
 ■ Acquisition of Antenova, with 

facilities in Taiwan

Link to KSIs: A B 
Link to KPIs: 1 2 3 4 5 6 7 

8. Cyber security

 ■ System downtime 
or loss of data due 
to inadequate 
systems or 
external attack

 ■ Business disruption
 ■ Reduced service to 

customers
 ■ Financial loss
 ■ Theft of and/

or access to 
confidential data

 ■ Reputational  
damage

 ■ Central IT security policy
 ■ Robust anti-virus and anti-spam 

software and specialised target 
threat protection services

 ■ Robust backup procedures 
in place

 ■ Secure private networking
 ■ Recommendations from third-

party cyber security assessments 
completed in the prior year have 
been implemented

 ■ Different operating units 
operating on separate IT 
systems minimises risk of a 
major incident impacting the 
wider Group

No change
 ■ External environment has led 

to increased number of cyber-
attacks on businesses globally

 ■ Group wide investment in 
enhanced end-point security 
solutions, with central 
monitoring capability, now 
rolled out.

 ■ Increased investment and 
headcount within Group IT 
team, including new Group 
Head of IT

Link to KSIs: A
Link to KPIs: 1 2 5 6 
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Risk description Potential impact Mitigating actions Change in the year

9. Loss of key personnel

 ■ Key employees 
leave, and effective 
replacements 
cannot be 
recruited on a 
timely basis

 ■ Loss of expertise
 ■ Potential business 

disruption
 ■ Reduced growth
 ■ Insufficient  

resources
 ■ Reputational  

damage

 ■ Staff development, training 
programmes and succession 
planning

 ■ Remuneration based on 
personal and business success

 ■ Regular remuneration 
benchmarking

 ■ Use of earn-out structures to 
incentivise key management of 
acquired companies

 ■ The number of separate 
business units, each with their 
own management teams, 
minimises the risk that the 
underperformance of any one 
business impacts the Group as 
a whole

No change

Link to KSIs: A
Link to KPIs: 1 2 

10. Product liability

 ■ A failure in one 
of our products 
results in serious 
injury, death, 
damage to 
property or 
non-compliance 
with product 
regulations

 ■ Non-compliance 
with quality 
standards

 ■ Financial loss
 ■ Reputational 

damage

 ■ Quality inspection controls 
before products are shipped to 
customers

 ■ Terms and conditions limit 
companies’ liabilities

 ■ As a number of the Group’s 
products are customised for 
individual customers, this 
reduces the risk relating to any 
one product and/or customer

No change

Link to KPIs: 1 2 3 5 6 

11. Inventory obsolescence

 ■ Stock is held that 
has reduced or nil 
realisable value

 ■ Financial loss  ■ Orders built to specific customer 
requirements; many are non-
cancellable, and non-returnable

 ■ Purchasing to reliable sales 
forecasts

 ■ Provisioning and write-off 
policies to cover potential 
obsolescence

No change

Link to KSIs: A 
Link to KPIs: 2 4
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PRINCIPAL RISKS AND
UNCERTAINTIES

Risk description Potential impact Mitigating actions Change in the year

Financial risk

12. Liquidity and debt covenants

 ■ There is a breach 
of funding terms/
covenants

 ■ Insufficient cash 
resources to support 
the Group’s activities

 ■ The Group has an existing 
revolving credit facility of 
£240m which runs to June 2027 
with c.£190m undrawn at the 
year end

 ■ Central treasury function oversees 
the Group’s cash resources and 
financing requirements

 ■ Regular review of headroom 
against committed facilities and 
financial covenants

 ■ Working capital controls and 
monitoring of key working 
capital metrics

 ■ Issuance of equity from time 
to time to support acquisitions 
programme

 ■ Acquiring high margin, high 
cash generative businesses

No change
 ■ Gearing reduced in the year 

from 1.1x to 0.6x
 ■ Revolving credit facility 

increased from £180m to 
£240m, with term extended 
from June 2024 to June 2026, 
with a Group option to extend to 
June 2027 

Link to KPIs: 3 4 5 6

13. Foreign currency

 ■ With only 10% of 
sales in Sterling, 
the Group deals in 
many currencies 
for both its 
purchases and 
sales, which differ 
to its reporting 
currency, and 
so the Group 
has translational 
and operational 
exposures to 
foreign currency 
fluctuations

 ■ Reduction of the 
Group’s reported 
results

 ■ Lower gross and 
operating margins

 ■ Use of forward currency  
contracts to hedge committed 
and forecast sales and purchases 
in foreign currency

 ■ Currency borrowings as a 
natural hedge against same 
currency assets

 ■ Central review of foreign  
currency exposures

No change

Link to KPIs: 2 5 6

58

Strategic Report

discoverIE Group plc Innovative Electronics



Risk description Potential impact Mitigating actions Change in the year

Regulatory/compliance risk

14. Non-compliance with legal and regulatory requirements

 ■ Unintentional 
failure to comply 
with international 
and local legal 
and regulatory 
requirements

 ■ Fines or penalties
 ■ Reputational  

damage

 ■ The Group hires employees with 
relevant skills and uses external 
advisers to keep up to date with 
changes in regulations and legal 
requirements in order to remain 
in compliance

 ■ Internal control framework 
including Group policies, 
procedures and training in risk 
areas such as export controls 
and supplier and customer 
credit risk. Annual internal 
controls self-assessments used 
to identify and address gaps in 
control within Group businesses

 ■ Supplier code of conduct issued 
during the year and annual 
supplier audits undertaken 
across the Group

 ■ Ongoing internal audit reviews 
assess compliance with Group 
policies

 ■ A whistleblowing hotline is in 
place and available for use by all 
employees

 ■ Insurance covers all standard 
categories of insurable risk

No change
 ■ TCFD regulations came into 

force this financial year

Link to KPIs: 5 6

Key strategic indicators

A Increase underlying operating margin

B Build sales beyond Europe

C Increase target market sales

D Reduce carbon emissions

Key performance indicators

1 Sales growth

2 Underlying EPS growth

3 Dividend growth

4 Return on capital employed

5 Operating profit conversion

6 Free cash conversion
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