
RISK MANAGEMENT

Board
– Overall responsibility for corporate 

strategy and risk management
– Defines the Group’s appetite for risk

Divisional Management
– Oversight and review of 

operational risks

Group Functions
– These include Finance, 

Treasury, Risk and IT, and 
are responsible for the 
integration of the risk 
management framework

Group Internal Audit
– Monitors compliance with 

the Group’s internal controls 
and policies

– Conducts or commissions 
internal auditsOperating Companies

– Identify internal and external risks
– Responsible for the implementation 

of risk mitigation actions and 
internal controls and compliance 
with policies

– Responsible for compliance with 
relevant laws

Audit and Risk Committee
– Reviews effectiveness of Group’s risk management framework 

and internal controls
– Oversees effectiveness of Group Internal Audit

Group Executive Committee
– Management of the Group and delivery of the strategy
– Monitoring of key risks and compliance with relevant laws
– Regular reviews of the Group’s risk management framework

Sustainability Committee
– Oversees the Group’s overall sustainability progress
– Reviews climate-related risks and the Group’s response

Governance and culture
The Board of Directors has overall responsibility for the Group’s risk appetite and risk management strategy. 
Roles and responsibilities for managing risks across the discoverIE Group have been clearly defined as shown 
in the diagram below.
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The Company’s risk management 
framework follows a three lines 
of defence model. The first 
line of defence is operational 
management in our businesses. 
Day-to-day risk management 
controls, policies and procedures 
are implemented and monitored 
by the local management teams 
with oversight and review by 
Divisional Management. This 
is conducted within a series 
of delegated authority levels. 
Relevant internal control systems 
are in place to identify, evaluate 
and manage the Group’s 
business risks.

The second line of defence 
comprises Group functions such 
as risk, finance, IT, treasury and 
tax. This focuses on monitoring 
and compliance with risk and 
control systems, and processes 
implemented by the Group.

The Group Internal Audit 
function provides independent 
assurance of the operation of 
risk management processes, 
internal controls and governance, 
and serves as the third line of 
defence. As well as carrying out full 
audits on individual entities, the 
team conducts thematic audits, 
focusing on specific areas across 

the Group. The team conducted 
the majority of its audit activities 
remotely during FY 2021/22 due 
to the ongoing Covid travel 
restrictions but is expecting this 
to change as restrictions ease 
globally. Other activities carried out 
by the function include reviewing 
and updating Group policies 
and improving processes and 
procedures where opportunities 
for improvement have been 
identified during previous audits. 
During FY 2021/22, the Group Risk 
and Internal Audit function began 
preparations for complying with 
the proposals outlined in the UK’s 
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Department for Business, Energy and Industrial 
Strategy (“BEIS”) reform of UK corporate governance 
and audit oversight.

The Group operates a decentralised management 
model that is target and results driven, with a strong 
culture of open, constructive communication and 
a willingness to listen. The Group Internal Audit 
function applies this culture in how it operates and 
reviews control environments across the Group.

In pursuing the Group strategy, a number of key 
objectives are agreed annually for the Group and 
for each business unit. Progress against these 
is reported on a regular basis to Divisional and 
Head Office functional management, the Group 
Executive Committee and the Board. Having a clear 
understanding of our strategy and objectives assists 
with the effective identification and management of 
existing or emerging risks that have the potential to 
prevent or hinder these objectives from being achieved.

Risk Profile
The Group’s overall risk profile is mitigated by a 
number of overriding factors, including:

 ■ Our business units operate largely independently 
of one another and so if an issue arose in any 
one business, it would be unlikely to affect other 
businesses in the Group.

 ■ We operate in 20 countries and no single country 
represents more than 22% of Group turnover or 
profit.

 ■ Most of the Group’s businesses operate on separate 
IT systems, which assists in minimising the risks 
of a major cyber security incident affecting the 
wider Group. During FY 2021/22, a Group-wide 
project was completed to further enhance cyber 
security controls across the Group’s businesses 
by implementing consistent web and end-point 
security as well as introducing a Security Operations 
Centre (“SOC”) to monitor and respond to IT security 
threats 24/7.

 ■ The Group operates from over 50 separate sites 
so that, if an incident were to occur at one site, 
it would not directly affect the other businesses 
within the Group. Further, there exists the ability to 
switch production between certain sites if needed. 
An independent review conducted during FY 
2021/22 found that the level of risk posed by climate 
change to each of the Group’s sites was low.

 ■ The Group has very limited reliance on any single 
customer or supplier, with the largest customer 
representing approximately 8% of revenue.

 ■ The Group manufactures and sells multiple 
product lines, across multiple geographies and 
market sectors, removing reliance on any single 
revenue stream. This is further reinforced by the 
innovative, bespoke nature of the Group’s products, 
which continue to evolve as circumstances change.

 ■ The Group operates in structural growth markets, 
which reflect long-term needs and are less cyclical 
in nature.

The Group’s performance and adaptability 
throughout the Covid pandemic demonstrates the 
resilience of the Group’s model.

Risk Appetite
One of the Group’s core principles is to deliver its 
strategic priorities in a sustainable and responsible 
manner. This requires that the Board gives careful 
consideration to the nature and level of risks that the 
Group should accept.

The Group draws a clear distinction between those 
risks that it is more willing to take (typically relating to 
advancing business prospects) and those that it is less 
willing to accept (e.g. safety, reputational, regulatory 
or compliance risks). The following table provides a 
summary:

Risk Tolerant 

(Willing to take  
greater risk)

Risk Neutral

(Taking a 
balanced 
approach to risk)

Risk Averse

(Taking as little 
risk as possible)

Product 
innovation

Investment in 
facilities

Product safety

Operating in new 
markets

Business 
development 
initiatives 

Health & safety

Acquisitions Cyber risks

New customers 
and suppliers in 
existing markets

Regulatory/
covenant 
compliance

Foreign exchange 
translational risk

Foreign exchange 
transactional risk

Markets with 
greater business 
cyclicality

Environmental 
risks

Regardless of the appetite in respect of a particular 
risk, all risks are identified and managed in the 
appropriate manner.
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RISK MANAGEMENT

Enterprise Risk Management
discoverIE applies the Enterprise Risk Management framework to identify potential events or circumstances 
that may affect the Group and to manage the associated existing and emerging risks. The risk management 
framework is made up of a number of discrete steps to identify, assess, mitigate and monitor risks.

Step 1 Two processes are conducted in parallel:
 ■ A top-down review of the Group Risk Register to:

– identify new or emerging risks
– assess changes to existing risks
– consider the potential impact and likelihood of 

risks, linking each risk to the Group’s corporate 
strategy

– evaluate existing mitigating actions and controls
– consider the residual risks remaining after 

the applications of the Group’s internal 
control processes (and if appropriate the 
implementation of further mitigating actions)

 ■ A bottom-up review by the 
management of each business to:

– identify new or emerging risks
– assess changes to existing risks
– consider the potential impact 

of risks
– evaluate existing mitigating 

actions and controls
– consider residual risks (and if 

appropriate the implementation of 
further mitigating actions)

The top-down review of the Group Risk Register is conducted by the Group Risk team, 
Divisional Management and the internal Group Sustainability Team. The bottom-up review is 
conducted by the management team within each business with support from the Risk team.

Step 2  ■ Comparison of the results of the top-down and bottom-up identification processes above

The benefits of conducting both top-down and bottom-up reviews are:

– increased assurance that all risks have been identified, with input from multiple 
perspectives

– ensuring alignment between local management and Head Office
– ensuring that businesses take ownership of the risks most relevant to their individual 

operating unit
– ensuring that controls in place to mitigate risks at the operating unit level are appropriate

 ■ An assessment of any differences identified and update of the Group Risk Register as 
appropriate

Step 3  ■ Review of the Group Risk Register by the Group Executive Committee. This review 
focuses on:

– the materiality of each of the risks identified
– prioritisation of the allocation of the Group’s resources to the most important areas
– clarity of ownership for each of the risks identified

This review takes into account the Group’s risk appetite in respect of the various types of risk 
identified.

The Group Risk Register is then updated as appropriate following the review.

This is then summarised in a table of principal risks and uncertainties, the final version of which 
(for FY 2021/22) is set out on pages 54 to 59.

Step 4  ■ Review by the Audit and Risk Committee – this includes:

– consideration of the Group’s risk management framework
– review of the Group Risk Register
– identification of any other areas of potential risk
– review of the table of principal risks and uncertainties
– challenging actual or potential control weaknesses
– review of the effectiveness of the Group’s internal controls and risk management systems
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These processes are conducted twice each financial year:

 ■ an interim review, typically completed shortly ahead of announcement of the Group’s interim results, 
focuses predominantly on changes during the period.

 ■ a comprehensive review of all risks within the Group Risk Register is completed shortly prior to the Group’s 
full-year preliminary results announcement.

The Group Risk function is continually looking to improve the Group’s Enterprise Risk Management framework 
and is currently looking to increase the frequency with which reviews of the Group Risk Register take place 
to further improve the Group’s agility in responding to emerging risks. Further information on the Group’s 
principal risks and uncertainties (“PRUs”) is detailed on pages 54 to 59.

A key element in assessing the Group’s principal risks is considering likelihood and potential magnitude of 
impact, over a range of time horizons, as well as whether the risks are new or emerging, or have changed in 
importance during the year. The below diagram provides a summary of the PRUs on that basis.

Risk heat map
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12 1 Instability in the economic 
environment

2 Business acquisitions 
underperformance

3 Climate-related risks  
4 Loss of key customers

5 Loss of key suppliers /  
supply

6 Technological changes
7 Major business disruption
8 Cyber security
9 Loss of key personnel
10 Product liability  
11 Inventory obsolescence

12 Liquidity and debt 
covenants

13 Foreign currency

14
Non-compliance with 
legal and regulatory 
requirements

KEY
Category of risk:

 Strategic Risk
 Operational Risk
 Financial Risk
 Regulatory/Compliance Risk

45

Strategic Report

Annual Report and Accounts for the year ended 31 March 2022



RISK MANAGEMENT

Ongoing monitoring, mitigation and improvement
In addition to the processes outlined above, key 
risks, and the internal control processes adopted to 
address these risks, are monitored on an ongoing 
basis. Among other controls, this includes a review by 
the Group Executive Committee in all of its regularly 
scheduled meetings (typically seven per year) and 
escalation to the Board of any material developments 
as and when they arise.

discoverIE continually pursues improvements in 
its Enterprise Risk Management Framework. A 
summary of this continual cycle of risk identification, 
establishment of systems and processes to mitigate, 
communication and ongoing monitoring, is outlined 
in the below diagram.

Climate-related risks and opportunities

To ensure that the Group continues to thrive under 
a changing climate, we have undertaken an initial 
analysis of the resilience of our business model and 
strategy in two climate scenarios – world surface 
temperatures to rise by less than 20C and by more than 
40C compared with pre-industrial levels – representing 
the best and worst case scenarios. 

The assumptions used in our analysis are from the 
Intergovernmental Panel on Climate Change (“IPCC”) 
Representative Concentration Pathway (“RCP”), the 
International Energy Agency (“IEA”) and other publicly 
available information. 

We assess a number of parameters, such as policy 
changes and market trends, under each scenario 
over the short, medium and long term. The analysis 
shows that the risks the Group faces during the 
transition to a low carbon economy are low and more 
than outweighed by the opportunities in the short to 
medium terms; and that the physical risks over the 
long term in the worst case scenario can be mitigated. 

Further analysis will be carried out in the next 12 
months to quantify the potential financial impact, 
which will be reported in the next year’s Annual Report. 

Objective:
foster a culture of 
risk management 

to effectively 
execute discoverIE’s 

sustainable 
strategy
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Below 2°C (RCP 2.6 Scenario) Exceed 4°C (RCP 8.5 Scenario)

Surface 
temperature1

The “best case” scenario that is in line  
with the Paris Agreement’s stated  
2°C limit / 1.5°C aim. 

The “worst case” scenario that projects world 
surface temperatures to rise by more than 
4°C compared with the pre-industrial period. 

Emissions2 Aggressive mitigation and ambitious carbon 
reductions. Carbon emissions to peak 
around 2020 then decline on a linear path 
and become net negative before 2100.

No mitigation, “Business as Usual” and 
emissions continue rising at the current rate 
until 2100.

Carbon price Prices in OECD markets reach $224/tonne 
by 2030 and $120/tonne by 2050 based on a 
scenario of limited supply of carbon credits3.

Prices remain at $30/tonne.4

Energy mix5 Increasing proportion of energy from 
renewable sources, primarily solar and wind.

Fossil fuels remain the main energy source.

1 IPCC AR5 Synthesis Report, p11
2 IPCC AR5 Synthesis Report, p9
3 Bloomberg Long-Term Carbon Offset Outlook 2022
4 OECD Effective Carbon Rates 2021
5 IEA Net Zero by 2050 – a roadmap for the global energy sector, p63
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Description
Potential 
impact Our response

Transition risks

Sh
or

t 
te

rm

Policy & 
regulation

Aggressive policies 
to mitigate carbon 
emissions drive 
increases in carbon 
pricing

Low Over 80% of the Group’s Scope 1 and 2 carbon 
emissions are from the electricity it consumes. We 
are switching our operations to renewable tariffs 
where available and have also started investing in 
onsite generation, such as the installation of solar 
panels in Sri Lanka and heat pumps in Norway and 
Poland. We also have plans in place to reduce our 
energy consumption and other carbon emission 
factors, such as cars and gas heating, which will 
reduce our reliance on carbon offset. This risk is 
therefore considered to be immaterial.

Technology New and emerging 
technologies 
substitute existing 
products and 
services and/or 
disrupt the existing 
business model

Low The Group’s products and services are all based 
on technologies that are ubiquitous (e.g., 
electromagnetic) and essential for the functioning 
of electrical and electronic systems. The Group’s 
core competencies are design and customisation, 
and manufacturing know-how. Our manufacturing 
processes are often manual or semi-manual value-
added assemblies suited for the low volume high mix 
production mode required for custom-made products. 
Such a production model is less susceptible to 
technology changes and does not require substantial 
capital investment. Further, where technologies do 
change, our approach of designing-in our products to 
our end customers’ products means that we are well 
positioned to benefit from such changes, both as a 
result of being part of the technical innovation and, 
once designed-in, long life spans of use. Therefore, the 
risk of technology disruption is considered negligible.

Market Increased cost of raw 
materials

Medium Our products primarily consist of basic materials such 
as copper, aluminium and plastics. An increased cost 
of such raw materials will increase our production 
costs. Our products are designed and customised 
for specific applications and are priced according to 
project specifications. The Group hedges the costs 
of raw materials two to three months ahead, which 
helps to reduce any negative financial impact.

The Group’s supply chain is resilient, which has 
been proven through the course of the pandemic. 
There is ongoing continuous mitigation to identify 
sustainable multiple sources where possible.

RISK MANAGEMENT

 Short term – 2-3 years
 Medium term – 4-7 years
 Long term – up to 2050
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Description
Potential 
impact Our response

Transition risks
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Market Unexpected and 
abrupt increase in 
energy costs

Low Energy is a relatively small part of the Group’s 
operational costs. The impact from any rise in energy 
costs is unlikely to be material.

Shifts in customer 
behaviour

Low The nature of our products (magnetics, components, 
boards and sensors) are highly adaptable to a variety 
of end products, and the exposure of the Group to 
consumer electronics is negligible.

Our business model is designing and manufacturing 
customised electronics for specific applications. 
Our engineers work closely with our customers on 
solutions that are designed to solve their technical 
issues. This approach allows us to gain insights of 
emerging trends. We have positioned ourselves in 
structural growth markets and expect to benefit 
from shifts in behaviour over the long-term.

M
ed
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m
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m

Reputation Increased 
stakeholder concern 
on climate change

Low The electronic components and equipment industry 
is considered a relatively low carbon emitter and the 
Group’s exposure to carbon-heavy industries such as 
oil and gas is immaterial. 

Since 2020 we have had plans in place to actively 
reduce carbon emissions in our operations and 
aim to achieve a 50% reduction in intensity on 2019 
emission levels by 2025. In 2021, we reduced our 
carbon emissions intensity by 33% on a like-for-like 
basis compared to 2019 levels. The Group expects to 
invest c £3m by 2025 on carbon reduction initiatives. 
Hence, the climate-related reputational risk to the 
Group is relatively low.

 Short term – 2-3 years
 Medium term – 4-7 years
 Long term – up to 2050
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Description
Potential 
impact Our response

Physical risks 

Lo
n

g
 t

er
m

Acute Production 
disruptions and 
higher costs from 
impacts on the 
workforce as a result 
of increased severity 
of extreme weather 
events such as 
cyclones and floods 

Low The Group’s manufacturing facilities are in 30 
locations across Asia, Europe and North America. 
If necessary, some production activities can be 
transferred to other locations to ensure business 
continuity. The Group has experience of transferring 
manufacturing between sites where circumstances 
have required us to do so.

Chronic Increased 
operational, capital 
and insurance costs 
due to changes in 
extreme variability 
in weather patterns, 
rising temperatures, 
and sea levels

Medium The Group has a number of manufacturing facilities 
in coastal areas. The IPCC RCP 8.5 scenario (the worst 
case) projects global temperatures to rise by 3.2-5.4°C 
by 2100 vs pre-industrial levels and sea levels rise to 
peak at 0.8 metres. Based on this scenario, our initial 
assessment conducted through the coastal risks 
screening tool indicated that the physical risks to 
our manufacturing facilities are considered low. Only 
one of the Group’s 30 manufacturing facilities could 
be affected and the Group would mitigate this by 
relocating the facility if necessary. 

Description
Potential 
impact Our response

Opportunities

Sh
or

t 
to
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ed
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Markets High The Group’s strategy focuses on markets with 
sustainable growth, such as renewable energy, 
electrification of transportation, industrial automation 
and connectivity. Over 50% of the Group’s sales were 
from these markets in FY 2021/22. Demand in these 
markets is expected to accelerate during the transition 
to a low carbon economy. With the knowledge and 
know-how, and strong position that we have in these 
markets, the Group is well placed to capitalise on 
these trends. 

Energy 
source

Medium Switching to renewable energy supplies and active 
reductions of carbon emissions means that the Group:

 ■ is less exposed to future fossil fuel price increases

 ■ is less sensitive to changes in cost of carbon

 ■ increases capital availability as more investors 
prefer low-emissions producers

 Short term – 2-3 years
 Medium term – 4-7 years
 Long term – up to 2050

Please see pages 67 to 69 for our other Task Force on 
Climate-related Financial Disclosures (“TCFD”).
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VIABILITY STATEMENT

In accordance with section 4.31 of the 2018 UK 
Corporate Governance Code, the Directors have 
assessed the viability of the Group over a 3-year 
period to 31 March 2025. In making this assessment, 
the Directors have considered the Group’s current 
financial position, recent and historic financial 
performance and forecasts, its strategy and business 
model and the principal risks and uncertainties. 

Viability assessment period
The Directors have concluded that the most 
appropriate time period over which to assess the 
Group’s prospects for this purpose should be the 
three-year period ending 31 March 2025. The selection 
of this period is consistent with the Group’s strategic 
planning process; its review of external credit facilities; 
and its assessment of the Group’s principal risks and 
uncertainties.

Viability Base Case
The financial projections for this three-year period are 
based upon the Group’s budget for the year ending 
31 March 2023 and forecast progression thereon. The 
budget is a consolidation of sales, profits, working 
capital and cash flow forecasts made by each 
operating company and head office, incorporating 
associated key risk factors including acquired 
company forecasts and associated contingent 
consideration payments, latest views on supplier and 
customer payments impacting working capital and 
applicable forecast foreign exchange rates.

The budget for the financial year ending 31 March 
2023 assumes a steady organic growth supported by 
a very strong backlog of orders at the year end. Future 
growth for the financial years 2023/24 and 2024/25 
assume steady sales growth for those years (in total 
“The Viability Base Case”).

Banking facilities and headroom
The Group has a syndicated banking facility of £240m 
which is committed up to the end of June 2026, 
beyond the viability assessment period with an option 
exercisable by the Group to extend the facility by a 
further year to June 2027. In addition, the Group has 
an £80m accordion facility which it can use to extend 
the total facility up to £320m. The syndicated facility is 
available both for acquisitions and for working capital 
purposes. 

The Group’s financial covenants for its banking 
facility are:

1. Gearing: net debt to Adjusted EBITDA (being 
Underlying EBITDA plus the annualisation of 
acquisitions), excluding IFRS16, of less than 3.0x and

2. Interest cover: Adjusted EBITDA to interest 
(excluding IFRS16) greater than 4.0x.

At 31 March 2022, the Group had net debt of £30.2m 
and was significantly inside these covenants with 
gearing of 0.6x and interest cover of 20x.

The Viability Base Case model shows increasing 
headroom with annually reducing levels of net debt 
and gearing, and increasing interest cover compared 
with the position at 31 March 2022.

Downside sensitivities
The Viability Base Case has been subjected to 
downside sensitivity analysis involving flexing a 
number of the underlying main assumptions, both 
individually and in conjunction. The sensitivities take 
into account the principal risks and uncertainties 
set out on pages 54 to 59, notably instability in 
the economic environment, underperformance of 
acquired businesses, climate related risks, loss of key 
customers and suppliers, major business disruption, 
liquidity restriction, liquidity and debt covenants and 
adverse foreign currency movements. 

The most severe but plausible downside scenario 
assumes a worsening of the economic environment 
caused by a prolonged Ukraine conflict, significant 
reduction in consumer demand due to inflationary 
pressures and resurgence of Covid-19. This downside 
scenario results in a significant decline in second 
half sales of FY 2022/23, negative sales growth in FY 
2023/24 and modest growth thereon in FY 2024/25. 
Additionally, gross margin was reduced, working 
capital materially increased, significant one-off 
expenditures included (product liability, major 
customer insolvency or litigation, climate change), 
interest rates increased significantly and an increase 
in the Group effective tax rate.

52

Strategic Report

discoverIE Group plc Innovative Electronics



After factoring in the significant additional downsides 
to the Viability Base Case, there remains good 
headroom both in terms of liquidity and our banking 
covenants. This is supported by the fact that the 
Group sells a wide portfolio of different products 
across a diverse set of industries and geographies, has 
low customer/supplier concentration, a global supply 
chain network, diverse manufacturing capacity, and 
has well-established relationships with its customers. 
These factors are considered important in mitigating 
many of the risks that could affect the long-term 
viability of the Group. 

Reverse testing has also been applied to the most 
plausible downside scenario to determine the level of 
downside that would be required before the Group 
would be at risk of breaching its existing financial 
covenants or current liquidity headroom during 
the assessment period. The reverse stress test was 
conducted on the basis that certain mitigating 
actions would be undertaken to reduce overheads 
and capital expenditure during the period as sales 
declined and, on that basis, a fall in underlying 
operating margin to below 2% would be required 
before such a breach occurred. The Board considers 
the possibility of such a scenario to be remote and 
further mitigation, such as hiring freezes, pay and 
bonus reductions, headcount reductions, reduction in 
planned capital expenditure, suspension of dividend 
payments and equity raise, would be available if 
future trading conditions indicated that such an 
outcome were possible.

The Strategic Report on pages 02 to 81 sets out the 
key details of the Group’s financial performance, 
capital management, business environment and 
principal risks and uncertainties. Based on the 
Directors’ assessment, the Board has a reasonable 
expectation that, taking into account the Group’s 
current position, having regard to the committed 
borrowing facilities available to the Company, and 
subject to the principal risks and uncertainties faced 
by the business as documented on pages 54 to 59 
of the Strategic Report, the Group will be able to 
continue in operation and to meet its liabilities as they 
fall due for the three-year period of their assessment.

Going Concern
Based on the assessment outlined above, the 
Directors also believe that it is appropriate to continue 
to adopt the going concern basis in preparing the 
Group financial statements.
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